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Information Warfare
is still un-chartered waters
in the case of developing
Navies such as Sri Lanka
Navy. Some countries be-
lieve certain military forces
are employing Cyber warriors
capable of stealing sensitive
data, engineering computer
viruses, launch attack and
counter-attacks on the Net,
develop software for info-
blocking, paralyzing and
deception etc.

The threat of
Internet, vulnerability of
Navaldata networks and se-
cure strategies are being
studied continuously for
possible solutions and
counter actions by the re-
spective authorities of devel-
oping nations.

EW as a tool of Network
Centric Warfare

Network Centric
warfare, rather Network Cen-
tric Operations are being
looked at very seriously at
higher levels of
Navalleadership. Electronic
Warfare plays a major role
at the conduct of Network
Centric Operations. Al-
though the deploymentof
NCO in developing countries
is at its infancy, unknown
enemy is already utilizing
high end counter measures
against possible Network
Centric ambitions. The cur-
rent drive is much centered
on securing the information
infrastructure on which lim-
ited number of high end Net-
work Centric sensors are
viewed, controlled and main-
tained.

Asymmetric warfare
standpoint

Sri Lanka had its
share of asymmetric warfare
during its 30 years war
against terrorism. Terrorists
used strategies and tactics
which are un-conventional
such as the use of human
shields, Suicide jackets,
Suicide small boats, suicide
stealth boats, suicide semi
submerged vessels,   and
Kamikaze style light air

craft. No means of standard EW
systems could have avoided suc-
cess of such tactics. For an ex-
ample stealth boats made out of
fiber glass and semi submerged
suicide vessels could not be de-
tected by radar due to very small
radar cross section. This
prompted the Navy to look for
customized small target trackers
which was later acquired and
used very effectively against sui-
cide threat.

On the Navy’s front, an innova-
tive use of swarming tactics us-
ing a large number of small, fast
fiber glass boats fitted with high
caliber guns and manned by a
handful number of sailors against
a cluster of terrorist boats proved
much effective although it pushed
asymmetric warfare techniques
to its extremes. Special boats
were constructed at mass scale
at a Naval boat building facility
which continuously upgraded its
capability with the ongoing battle
experience. Rapid Action Boat
Squadron thus formed consisted
of brave men from all branches
who volunteered to counter the
threat posed by suicide craft and
attack boat combinations.

ECM capability on a
larger platform acting as a

mother ship would have been an
effective force multiplier for this
RABS operation but time was not
enough for an acquisition of such
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multi-faceted capability.
Also no incidents were
reported where enemy
have used Jamming or
deception equipment.

Sri Lankan EW expe-
rience in 30 years of
war against terrorism

The Initial
phase from late 1970s

to 1990, only Human Intelligence
(HUMINT) was utilized.  The use
of amateur RF communications
by terrorists prompted authorities
to acquire small scale Electronic
Intelligence (ELINT)systems.

The Middle Phase from
1990 to 2006, saw heavy use of
ELINT by both sides. Induction
of jammers in to the Navy also
occurred during this phase. The
Military started using ESM sys-
tems to analyze enemy activi-
ties. On the joint Military aspect

there was better coordina-
tion between individual
EW arms of the Military.

During the final
phase from 2006 to 2009
the Military used ECM
heavily and Research and
development was done to
develop in-house RCIED
jammers by MOD. Locally
developed RCIED jam-
mers prevented many road
side IEDs, targeting troop
and civilian movements in
the Northern and Eastern
parts of the island. In fact
due to indiscriminate use
of IEDs, government was
compelled to use the
RCIED jammers in other
areas as well. Few inte-
grated ESM systems en-
tered in to service and
Joint EW doctrine was
practiced under a central
body under MOD which
saw greater coordination
and operational success.

Challenges in deploy-
ing advanced EW capa-
bilities
The main challenge in de-
ploying advanced EW ca-
pabilities in developing
Navies is the lack of

funds.The fact that EW
systems are extremely
expensive can make it
worse in taking procure-
ment decisions due to
value for money consider-
ations. Institutional and
administrative difficulties
in developing technology
transfer agreements and
actually implementing
them can become a real
negative factor in this as-
pect.

EW system pro-
curements can be lined up
lower when prioritizing ac-
quisition programs due its
complexity and utility
value.Lack of customized
solutions in the world EW
market may confuse the
decision maker whilst
identifying system require-
ments in the local situa-
tion. The threats envis-
aged in developing nations
may not be sufficiently ad-
dressed by the system
designers who are much

interested in studying re-
quirements of advanced
militaries. Complexities in
procedures of high cost pur-
chases will discourage EW
procurement staff to en-
gage in and manage a large
scale procurements. This
may be exaggerated by the
lack of reputed local agents
who can be trusted to pro-
vide efficient after sales
service support.

Problem of skill
levels of Operators is an-
other bone of contention.
Most EW systems are so
complex thus operation,
maintenance and training
are very difficult tasks to
sustain over a long period
of time in a system of peri-
odical transfer of operators.
Sensitivity of Advanced
Electronics to extreme
weather and quality of
Power supplies in develop-
ing countries are also a
major factor where sys-
tems designed for ad-
vanced militaries fail once
it is subjected to harsh con-
ditions. There have been
many examples of defects
in power supplies of ad-
vanced electronic systems

when deployed in Sri
Lanka.

Opportunities for EW sys-
tem designers for cus-
tomized solutions

Having looked at
the challenges to deploy-
ing advanced EW capabili-
ties, I would now like to
consider the opportunities
for EW designers and
manufacturers for providing
customized solutions to
developing nations. Modu-
lar system design can be
employed by the system
designers with customized
blocks so that threat per-
ception of developing mili-
taries can be addressed
more effectively. Adopting
simple technology transfer
mechanisms will pave way
for win-win situation for both
the manufacturer and EW
user.Measures have to be
adopted to increase aware-
ness of EW utilization in
the Information age with ap-

plicable examples and real life
situations.

It is also prudent to
make the advanced systems
more affordable using COTS
modules where more user re-
placeable units are included in
system design.Even the most
rudimentary operator knows
how to use a smart phone app.
It will be much beneficial if the
User Interface of advanced EW
systems were designed to
look and feel more like apps
in a smart phone.System de-
signers can make equipment
more robust to cater for low
power quality, surges and ex-
treme environmental condi-
tions prevailing in developing
countries.

There are three addi-
tional considerations that I
would like to mention. Firstly,
The EW manufacturers can
encourage research in devel-
oping Navies into deployment
of advanced technologies.
Such research can bring about
the benefits of advanced EW
technologies and work out the
modalities for effective deploy-
ment. Secondly, Long term
Payment options and funding
mechanisms proposed along
with the offers will make them
very attractive in case of lim-
ited fund situations in most of
the procurements.Finally,
more live demonstrations and
providing trial systems for a
short duration will ensure in-
creased user experience with
advanced technologies thus
creating more opportunities to
make a positive procurement
decision.

Conclusion

In conclusion, I would like
to emphasis that there are
many challenges that exist in
advancement of EW opera-
tions in developing Navies. I
have analyzed the subject un-
der consideration with my ex-
perience in managing the de-
ployment of advanced tech-
nologies at staff level as a staff
officer and at line level as a
systems engineer.I have pro-
posed strategies to overcome
barriers from a user’s point of
view. It is my suggestion that
more knowledge sharing
mechanisms shall be in place
between developing Militaries
and system designers.The
most important fact is that EW
system penetration in develop-
ing navies is at a very low level
therefore more opportunities
exist for increased deployment
for the mutual benefit of the
system designer and the user.
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turn path for the current, so that
existing railway lines and sta-
tions can be used with modifi-
cations. Based on an economi-
cal appraisal of the proposed
system, he said that it will cost
nearly 30 million USD with an
internal rate of return of 15.1%
pointing out that, Electric Mul-
tiple Units can be imported at
a similar cost to the Diesel Mul-
tiple Units.

Dr. Beshan Kulapala, Research
Scientist at CodeGen Interna-
tional and  the Project Manager
of Vega™ Electric Car Project
presented a brief overview of
the technology behind electri-
fied transportation talked about
the feasibility of adopting that
technology to Sri Lanka, which
has already been a success in
Vega™ Electric Car Project.
Once all the panellists have pre-
sented their ideas, the open
discussion round raised a num-
ber of questions from the audi-

procedural errors (of claiming process) of the contractor also
will lead to loose his entitlements. Hence due to this situation
is equally affected to the both parties. Hence the application
of technique (giving preference to the intention) to solve the
claims, will benefit to both parties equally.

Hence above application (of giving preference to the intention)
is considered here for three claim situations. Claims with
procedural errors, claims due to other factors, claims with
willful (wrong)intention are the three types which taken up
here for solving by the above technique. These three claim
situations are considered separately.

1 As far as the contractual claims are considered,
argument made for the validity (supremacy) of intention over
the procedure (which had been raised in the above court
case) is also very important Hence, with respect to the first
category of claims, above court case is having a direct
relationship & similarity in nature. Therefore same technique
(of preference) can be applied directly to solve the first
category of claim situations by disregarding the procedural
errors in claim processing. Therefore the claim will not be
nullified merely due to the procedural errors & it will be taken
to proceed further, since the intention of the party who lodged
the claim, dominates.2 Apart from the procedural errors,
there are many other factors & situations such as
discripancies, ambiguities, unspecified matters, exclusions,
deviations, omissions, mistakes etc. as stated earlier, which
give rise to clam situations. In the light of this concept (of
preference to the intention), these factors are to be
considered. In otherwards all the factors, situations etc. have
to be analized with respect to the intention (prioritizing
intention or objective). Hence through this approach, will cause
to nullify many claims.

Stressing the intention(or objective) is seems to be a very
strong concept & a technique, to solve the conflict situations
which are debatable. Since this concept works in conflicts
beyond logic, same can be used to solve the conflicts which
are arguable & having stronger points by the both parties.
This will give rise to more sensible ground for the solutions
beyond logical mechanism & back ground. Hence through
this mechanism( of giving preference to the intention) will
facilitate for both justification/nullify & evaluation of the claim
in balance manner.

Some times for the sake of arguing it seems that even very
obvious situations are not considered & ignored intentionally.
As a result of this, role of fare play is disappeared. It is not
relevant or limited to an one party only. This is the case
which relevant to both the client as well as the contractor.
Similarly this is not limited to one organization or one
particular client but this is common in the construction
industry. Most of the foreign contractors are claim conscious
& Therefore the claim departments are maintained separately
for this purpose. Bidding less to win the bid with the intention
of claiming extra later on is the technique they follow usually.
Hence undoubtedly, the claims are to be expected from them
& the care must be taken to find the direct as well as the
hidden intentions of these contractors who lodge the claim,
before proceeding. Then this suspicious looking it will give
the access to find their hidden objectives & intention & also
more factors which were hided intentionally perhaps which
nulifing the claim at all. Hence the concept of “giving
preference to the intention” has been manipulated in three
different ways in these cases. Role of domination, as a basis
for the evaluation,(hidden)intention & decisive factors to be
find out , are these forms which highlighted here.

Above three situations shows that, through this method will
be able to solve many claim situations without resorting for
arbitration. However, technically it is a issue which connected
to the documentation. Further, as far as considering the
difficulties & time spending, prevention as much as possible
is the best than trying to solve the claim once it occurs. It
seems that most of the ambiguities, discrepancies, doubts
etc. are avoidable & these can be addressed at the document
stage. Hence the document updating is essential with regard
to the prevention of claims are concerned. Mostly the
occasions & situations which are not covered by the
documents will give rise to the claim situations. Hence
inclusion of all possible situations & its combinations
(combined situations) to the documents, giving preference,
arresting through further detailing at the second stage, giving
inter-pritations will be very meaningful & become the major
steps to be taken at the documentation stage, in order to
mitigate the claim situations.
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able energy as I believe it so. Fortunately now all the relevant sectors in Energy are brought
together. So if we are to take any initiative on electrification of the transport sector there
should be constant dialog between these two sectors and unified policy initiatives should be
adopted with absolute commitment from all concerned.
I am not going to dwell on statistics or forward any definite blueprints how this should be done
as there is enough expertise in this room to do that. Further I am not in any way an expert in
transport. However, as a person who was involved in promoting Integrated Energy Planning in
the 1980’s with Prof. Mohan Munasinghe in his team, all I can say is there is an ideal oppor-
tunity for us to start this effort once again at least with the transport sector for efficiency gains
in both sectors.
In the years gone by we had steam locomotives powered by coal, spewing thick black smoke
depositing coal soot and dust all along the rails lines that ran in the most beautiful part of the
country. Those days we were not bothered about environmental pollution. Now we have Coal
power plants with all the environmental safeguards. We have no black fumes, SOx and NOx
pollutions are under control. We have a clean and an efficient source of energy, electricity
available 24x7 throughout the country with load factors that can be improved that will yield
enormous economic benefits. So what are we waiting for? There is an obvious choice an ideal
win-win situation waiting to be exploited for greater good of the country.  This will be a case of
shifting the fuel for transportation back again to coal shifting away from oil, but this time in a
much more efficient and an environmentally friendly and a sound manner.
Moreover we all know there are two predominant transport rush hours in the morning and in the
afternoon more towards the evening hours, We have to take advantage of this phenomenon
that suits well with the electricity daily demand curve which takes a dip in those times. This
should be used with prudence to derive the economic benefit to both sectors and the country
at large by electrifying railways and even introducing electric trolley buses.
However, individual charging of smaller motor vehicles need to be regulated with proper power
quality standards and tariff making to take advantage of the low price of electricity that the
CEB should be able offer to fill the valleys in the daily power demand curves. This can be
easily done with proper planning and studies.
In the CEB we have looked at vehicle charging centres before the electric vehicles are brought
to the country in large scale. There is an urgent need to get on with the pilot projects that we
in CEB were contemplating. This will help CEB to come up with proper standards for charging
centres and also a proper tariff to encourage charging of these vehicles in the off peak hours.
We are also well aware of the sliding costs of solar pV panels of which the prices have come
down significantly due to large scale pV manufacturing plants that have come up in China. We
must take advantage of this now and even solar powered charging centres can be made
popular, but all these need careful evaluation before we embark on any one of them. With the
large potential of wind to be developed in the country in the future we would be in a position to
power the transport of our country to a great extent on Coal and renewable energy sources
from today’s 100% Oil base.
We do not lack the expertise on the maters I have raised today. We also have with us Minis-
ters who are committed to do what is right and prudent. We don’t need expertise unlike in
building complex power plants or other infrastructure like harbours and air ports. Some deci-
sions can be made with rudimentary studies while others like railway electrification may take
few more months of detail studies to carry out the feasibility and detail designs etc. But we all
agree this is an urgent need. The country has wasted so much of time we have made mis-
takes in the past very expensive mistakes starting from scrapping electrified transportation we
once had, delaying the Coal power project for no apparent reason, delaying the railway electri-
fication for reasons best known for very few. These are some such very expensive mistakes.
The need of the hour is for us all to get together and do what is right.
As I always say to quote from the Bible: “knowing what is right to do and not doing is a sin”
Let us not collectively sin by prolonging this discussion any more let us map out a strategy
together.

ence. There was a question as
to whether the proposed Mono-
rail system is still a possibility
and the answer form the panel
was that there are number of
economically feasible solu-
tions to improve the transpor-
tation sector other than that.

Prof. Samarajeewa
Karunaratne, a former Vice
Chancellor of the University of
Moratuwa recalled his memo-
ries on electric trolly buses and
tram cars in 1960s. Prof.
K.K.Y.W. Perera, the Chancel-
lor of University of Moratuwa
joined him saying that the rea-
son to terminate those was
somehow due to increasing
costs of electricity and disre-
gard of the system. The impli-
cation of these academics was
that we should learn lessons
from the past and maximum
flexibility of both authorities is
an essence. Moreover, there
were suggestions to implement
at least a few electric busses
known as Capa-busses that
run in China, on our roads as
well.

The Dept of Electrical En-
gineering of the University
of Moratuwa presented the
results and conclusions of
a survey they conducted on
Public Perception on Elec-
trified Transportation. It
said that majority of the re-
spondents are willing to
accept electrified transpor-
tation if the increment of the
travelling fare is less than
25%. The conclusion alto-
gether was that the public
has a general idea, but
lacks detailed knowledge
about electrified transpor-
tation.
The panel discussion
ended up with a number of
valuable recommendations
to electrify the transporta-
tion sector and of course
the relevant authorities
have already stated that
they have given a fresh
start in this regard. Let’s
hope that this time the long
standing dream of electri-
fied transportation will
come true.

“Electrified Transportation,
Now....

Electrified Transportation - The Step.....
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